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Necesitatea protocolului IPv6

- Dezvoltarea / Expansiunea Internetului peste estimarile
initiale care au stat la baza adresarii IPv4 — la inceputul
anului 2011 IANA a alocat ultimul /8 public catre RIR

- Mecanismele de conservare a spatiului public de adrese:

- Network Address Translation (NAT) / Port Address Translation
(PAT)

- Classless Interdomain Routing (CIDR) / Subnetting (VLSM)

- |IPv6 nu reprezinta doar o extensie a spatiului de adrese
disponibile, ci un protocol separat gandit sa depaseasca
limitarile intalnite in IPv4.
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- Tranzitia la IPv6 va presupune o perioada de coexistenta
a celor doua protocoale => mecanisme de tranzitie

Short Term: NAT, CIDR,
NAT, CIDR Defer Need

for IPv6
IPv4
RFC
791
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Structura adresei IPv6

- 128 biti, exprimati ca 32 de simboluri hexazecimale
(case-insensitive):

2620 : 0000 : 1cfe : face : bOOc : 0000 : 0000 : 0003
l_'_l

Quartet / Hextet

- Metode de reprezentare:

- Preferred Format — adresa este reprezentata folosind toate
cele 32 simboluri

- Omitting Leading Os — se pot omite simbolurile 0 de |a
inceputul oricarui quartet / hextet



Ex. O1AB 1AB
O09FO0 9F0
0AO0O AO0O
OOAB AB

- Using Double Colons (::) — un sir continuu de simboluride 0
poate fi abreviat cu :: - doar o singura data per adresa

Ex. 2001:0DB8:0000:1111:0000:0000:0000:0200

2001:0DB8&:0000:1111::0200
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- Cele doua metode de prescurtare se pot combina:

2001:0DB8:0000:1111:0000:0000:0000:0200

2001:0DB8:0000:1111::0200

2001:DB&:0:1111::200

FFO02:0000:0000:0000:0000:0000:0001 >  FFO2::1
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- Unicast - identifica in mod unic un NIC (similar cu IPv4); sursa unui
pachet IPv6 poate fi doar o adresa unicast

Source IPv6 Address Destination IPv6 Address
2001:0DB8:ACAD:1::10 2001:0DB8:ACAD:1::8

2001:0DB8:ACAD:1::1/64

2001:0DB8:ACAD:1::/64

2001:0DB8:ACAD:1::9/64

2001:0DB8:ACAD:1::10/64

o
2001:0DB8:ACAD:1::20/64 2001:0DB8:ACAD:1::8/64
.= |} L N I .
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- Multicast — folosita pentru a trimite un pachet catre mai multe
destinatii

- Anycast — orice adresa de unicast care poate fi asociata mai
multor dispozitive; un pachet trimis la o adresa anycast este rutat

catre cel mai apropiat dispozitiv configurat cu adresa respectiva
(one-to-nearest)

- Nu se mai foloseste conceptul de broadcast !
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Adresa de retea IPv6

- Pentru delimitarea portiunii de retea de portiune de
host se foloseste masca de retea, in formatul

address / prefix lenght

- De obicei lungimea prefixului este /64 => 64 biti pentru

portiune de retea + 64 biti pentru interface ID (host
portion)

Ex. 2001:0DB8:000A::/64



Tipuri de adrese unicast

- Global Unicast - similara cu o adresa publica IPv4;
- Alocate de IANA; Unice la nivel global, rutabile in Internet
- Poate fi configurata static sau alocata dinamic

- Link-local - similare cu APIPA;

- Nu sunt rutabile in afara subretelei locale; Trebuie sa fie unice
la nivel de link

- Prefixul rezervat este FE80::/10

I : ___ Remaining :
10 bits 54 bits | 64 bits
/64
1111 1110 10 Interface ID
. FEB80:/10 — L Automatically or

Manual Configured
I . I . ] N N



IPV6 Link-local
IPv6 Packet
Source |IPv6 Address Destination IPv6 Address
FEBO::AAAA FE80::DDDD
FEBO::1/64

FES80::DDDD/64

FE80::BBBB/64 FE80::CCCC/64



Adresele link-local au un rol mult mai important decat
adresele APIPA din protocolul IPv4

Fiecare interfata configurata pentru IPv6 trebuie sa aiba
o adresa link-local (nu este obligatoriu sa aiba si o adresa
unicast)

Daca nu este configurata in mod explicit, se auto-
configureaza de catre echipament

Acest tip de adresa este folosit si de protocoalele de
rutare IPv6 pentru a schimba mesaje de rutare
(reprezinta sursa mesajelor si IP next-hop in tabela de
rutare)

L BN /T | _| N .



- Loopback - folosita pentru testarea stivei de
protocoale IPv6;

::1/128

- Unspecified address - folosita doar ca adresa
sursa atunci cand hostul nu are configurata inca o adresa
(ex. DHCP Discover / Request);

Toti bitii pe 0 = > ::/128

- Unique local - similare cu adresele private (RFC 1918)

- Nu sunt rutabile in Internet
- Prefixul rezervat: FC00::/7 - FDFF::/7



IPv6 Global Unicast

- Alocate de IANA, pentru inceput din range-ul 2000::/3

- Structura unei adrese global unicast:

- Global routing prefix — alocat de ISP clientului; de obicei este
/48

- Subnet ID — folosit de client pentru identificarea subretelelor
(de obicei urmatorii 16 biti, de la /48 pana la /64)

- Interface ID — echivalentul portiunii de host din adresa IPv4;

48 bits 16 bits 64 bits
A\ A\ A\
[ ) f )i 1
Global Routing Prefix Subnet ID Interface ID
L ) 64 bits
v

A /48 routing prefix + 16 bit Subnet ID = /64 prefix.
BB Il . [ I [ .



Global Routing Prefix Subnet ID Interface ID

Range of first hextet:

001
0010 0000 0000 0OOOO (2000)

to
0011 1111 1111 1111 (3FFF)

Prefix = 4 hextets Interface 1D = 4 hextets

A A
( A\l B

Preferred 2001:0DBB8:ACAD:0001:0000:0000:0000:0010

Global Routing Prefix= 2001:0DB8:ACAD

SubnetID= 0001
Interface ID= 0000:0000:0000:0010



EUI - 64

- Un device isi poate auto-configura adresa IPv6
folosindu-se de adresa MAC

- Intre OUI si EID se insereaza 16 biti, pentru un total de
64 biti = interface ID

- Pentru a diferentia adresa rezultata de un OUI gestionat
de IEEE, al 7-lea bit din adresa MAC (Universally/Locally
— U/L bit) se inverseazd (daca e 0 devine 1 si invers) —
RFC 5342

- Cei 16 biti inserati au valoarea FF FE

- Aceasta metoda este folosita in principal la generarea
adreselor link-local — se foloseste prefixul FE80::/64 +
interface ID-ul rezultat conform celor de mai sus



EUI-64 Process

OUI (Organization

Devi

ce ldentifier 24

Step 1: Split the _MA'LC address

Binary

Step 2: Insert. FFFE

Binary

Step 3: Flip the U/L

Binary

Binary

— Unigue ldentifier) 24 )
bits —‘r bits
FC i 99 i 47 | 75 ! CE ! EO
1111 1100 1001 1001: 0100 0111 0111 0101: 1100 1110: 1110 0000
1111 1100 : 1001 10015 0100 0111 1191 19115 4111 1110{ 0111 01013 1100 1110 11100000
;it
1111 1140 1001 10010100 0111|1911 11112 1111 1110 0111 0101: 1100 11103 1110 0000
Modified EUI-64 Interface ID in Hexadecimal Notation
FE 99 - 47 FFEFE 75 : CE : EO
T P —




Rl#show interface gigabitethernet 0/0
GigabitEthernet0/0 is up, line protcoccol 1is up

Hardware is CN Gigabit Ethernet, address is £c99.4775.c3e0
(bia fc99.4775.c3e0)

<Qutput Omitted=

Rl#show ipvé interface brief

GigabitEthernet0/ [up/up]
FE80::FE99:47 3:C3E0
2001:DB8:ACAD:1::1

GigabitEthernet0/1 [up/up] . :
FEB0::FE99:4 TE F:FE[/5:C3E1 Iélﬂ:iéaﬂal bl ol
2001 :DB8:ACAD:2::1

Serial0/0/0 [up/up]

FEB0::FE99:47FF :FE[V5:C3EQD
2001:DB8:ACAD:3::1

Serial0/0/1 [administratively down/down]
unassigned

R14




Stateless Address Autoconfiguration (SLAAC)

- reprezinta o metoda prin care un host poate obtine
prefixul, masca de retea si adresa default-gateway de la
un router IPv6, fara a folosi un server DHCPv6.

- se folosesc mesaje ICMPV6 de tip Router Advertisement
(RA), prin care routerul anunta acesti parametrii, la
fiecare 200s, catre adresa de multicast all-nodes.

- un nod care solicita acesti parametrii poate trimite
mesaje de tip Router Solicitation (RS), folosind adresa
de multicast all-routers.

- mesajele RA se trimit avand IP sursa link-local; hosturile
folosesc aceasta adresa ca default-gateway.
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o Router Solicitation — To all IPv6 routers
"| need addressing information from the router."

DHCPv6 Server
Router Advertisement — To all IPv6 nodes o
Option 1 (SLAAC Only) — "Here is your Prefix, Prefix-length,
Default Gateway information.” >

Option 1 (SLAAC Only) —"I'm everything you need (Prefix, Prefix-length, Default
Gateway)"

Option 2 (SLAAC and DHCPv6) — "Here is my information but you need to get other

information such as DNS addresses from a DHCPv6 server."

Option 3 (DHCPv6 Only) — "l can't help you. Ask a DHCPvV6 server for all your
information.”




Configurare statica — link-local

- Se poate face cu comanda:

Router(conf-if)# ipv6 address <link-local> link-local

Rl (config) #interface gigabitethernet 0/0
Rl (config-if) #ipvé address fe80::1 ?
link-local Use link-local address

Rl (config-if) #ipvé address feB80::1 link-local
Rl (config-if) #exit

Rl (config) #interface gigabitethernet 0/1

Rl (config-if) #ipvé address feB80::1 link-local
Rl (config-if) #exit

Rl (config) #interface serial 0/0/0

Rl (config-if) #ipvé address feB80::1 link-local
Rl (config-if)#




£
Verificare adrese

Hetworking
Academy

R# show ipv6 interface brief #show ipv6 route

2001:0DB8:ACAD:1::/64

A

Rl#show ipvé route

IPv6 Routing Table - default - 7 entries

Codes: C - Connected, L - Local, 5 - Static, U - Per-user
Static

2001:0DB8:ACAD:2::/64

<output omitted>

Rl#show ipvé interface brief

GigabitEthernet0/0 [up/up] C 2001:DBB:ACAD:1::/64 [0/0]
FERD: :FE99: 47FF:FET5: C3ED via GigabitEthernet0/0, directly connected
2001 :DB8:ACAD:1::1 L 2001 :DB8:ACAD:1::1/128 [0/0]

GigabitEthernet0/1 [up/up] via GigabitEthernet0/0, receive
FE80::FE99:47FF:FE75:C3El C 2001:DBB:ACAD:2::/64 [0/0]
2001:DBB:ACAD:2::1 via GigabitEthernet0/1l, directly connected

Serial0/0/0 [up/up] L 2001:DB8:ACAD:2::1/128 [0/0]
FEB80::FE99:47FF:FE75:C3E0Q via GigabitEthernet0/l, receive
2001:DBB:ACAD:3::1 C 2001:DBB:ACAD:3::/64 [0/0]

Serial0/0/1 [administratively downy via Serial0/0/0, directly connected
unassigned L.  2001:DB8:ACAD:3::1/128 [0/0]

R1# via Serial0/0/0, receive

L FF00::/8 [0/0]
wvia Nulll, receive

R1#




