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-----BEGIN CERTIFICATE REQUEST-----
MIIBNTCB4AIBADB7MQswCQYDVQQGEwJSTzESMBAGA1UECBMJQnVjdXJlc3RpMRQw
EgYDVQQKEwtJbmZvQWNhZGVteTEcMBoGA1UEAxMTd3d3LmluZm9hY2FkZW15Lm5l
dDEkMCIGCSqGSIb3DQEJARYVaW9udXRAaW5mb2FjYWRlbXkubmV0MFwwDQYJKoZI
hvcNAQEBBQADSwAwSAJBAMpx0pCPgFcusBxFe1dHguCAvZM25moXWkHv1Zw3Z0zi
pq2F8huCj3V0YhjMxhVD0cVmz1AKNJU6Lvp5ggzN08UCAwEAAaAAMA0GCSqGSIb3
DQEBBQUAA0EAOU6Wq2IjCVxME/wFLEYWY3lvOhuAo0r40hCp1C12P5Q8gvjSj8uK
yrLm30s8aCThpxk4GqWSjmXYTblw8wBwCg==
-----END CERTIFICATE REQUEST-----
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Certificate Request:
    Data:
        Version: 0 (0x0)
        Subject: C=RO, L=Bucuresti, O=InfoAcademy,
CN=www.infoacademy.net/emailAddress=ionut@infoacademy.net
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
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            RSA Public Key: (512 bit)
                Modulus (512 bit):
                    00:ca:71:d2:90:8f:80:57:2e:b0:1c:45:7b:57:47:
                    82:e0:80:bd:93:36:e6:6a:17:5a:41:ef:d5:9c:37:
                    67:4c:e2:a6:ad:85:f2:1b:82:8f:75:74:62:18:cc:
                    c6:15:43:d1:c5:66:cf:50:0a:34:95:3a:2e:fa:79:
                    82:0c:cd:d3:c5
                Exponent: 65537 (0x10001)
        Attributes:
        Requested Extensions:
            Netscape Cert Type:
                SSL Server
            X509v3 Subject Alternative Name:
                DNS:www.infoacademy.net, IP Address:11.22.33.44
    Signature Algorithm: sha1WithRSAEncryption
        39:4e:96:ab:62:23:09:5c:4c:13:fc:05:2c:46:16:63:79:6f:
        3a:1b:80:a3:4a:f8:d2:10:a9:d4:2d:76:3f:94:3c:82:f8:d2:
        8f:cb:8a:ca:b2:e6:df:4b:3c:68:24:e1:a7:19:38:1a:a5:92:
        8e:65:d8:4d:b9:70:f3:00:70:0a
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Certificate:
    Data:
        Version: 1 (0x0)
        Serial Number:
            a0:8f:20:94:2b:81:eb:06
        Signature Algorithm: sha1WithRSAEncryption
        Issuer: C=RO, L=Apoldu de Jos, O=Organizatia comunala pentru informatizare, 
OU=Departamentul Certificate Digitale, CN=Apoldu CA
        Validity
            Not Before: Feb 22 11:05:53 2007 GMT
            Not After : Mar 24 11:05:53 2007 GMT
        Subject: C=RO, L=Bucuresti, O=InfoAcademy,

CN=www.infoacademy.net/emailAddress=ionut@infoacademy.net
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (512 bit)
                Modulus (512 bit):
                    00:ca:71:d2:90:8f:80:57:2e:b0:1c:45:7b:57:47:
                    82:e0:80:bd:93:36:e6:6a:17:5a:41:ef:d5:9c:37:
                    67:4c:e2:a6:ad:85:f2:1b:82:8f:75:74:62:18:cc:
                    c6:15:43:d1:c5:66:cf:50:0a:34:95:3a:2e:fa:79:
                    82:0c:cd:d3:c5
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            Netscape Cert Type:
                SSL Server
            X509v3 Subject Alternative Name:
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                DNS:www.infoacademy.net, IP Address:11.22.33.44
 X509v3 Basic Constraints:
                CA:FALSE
    Signature Algorithm: sha1WithRSAEncryption
        2c:93:cf:e8:93:5b:5d:82:78:b7:bb:b2:7b:86:bc:8f:bb:2d:
        c7:2b:80:bb:1b:6f:82:4f:c8:88:dc:7e:e7:10:ee:7d:83:f9:
        53:70:d0:7e:5d:e4:e6:de:3c:cd:64:26:36:e8:14:e6:5b:7b:
        89:c6:34:8c:2d:4e:4e:49:48:9c
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# criptarea lui fisier1 si plasarea rezultatului in fisier1.criptat
openssl enc –aes256 –in fisier1 –out fisier1.criptat
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# operatiunea inversa, cu afisare pe ecran
openssl enc –d –aes256 –in fisier1.criptat

# decriptare cu salvare intr-un fisier
openssl enc -d -aes256 -in fisier1.criptat -out fisier1.decriptat
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# generare de hash MD5, in cele doua variante
openssl dgst –md5 fisier.text
openssl md5 fisier.text

# generare de hash SHA-1, in cele doua variante
openssl dgst –sha1 fisier.txt
openssl sha1 fisier.txt

# generare de hash SHA256, in ambele variante
openssl dgst -sha256 fisier.txt
openssl sha256 fisier.txt # incepand cu openssl 1.0.0!
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# optiunea -1 inseamna folosirea algoritmului MD5;exista si alti algoritmi posibili (DES,SHA-1..)
openssl passwd -1 –salt cetqVYAw parolamea

# rezultat: $1$cetqVYAw$8wq7MXlNfG7gNm6WUujH21 (format: $1$salt$hash – vezi /etc/shadow)
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openssl genrsa -out fisier.key <-des|-des3|-idea> nr_biti_cheie
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# crearea unei chei private de 2048 de biti; fisierul va fi criptat folosind algoritmul 3DES
openssl genrsa -out cheie.key -des3 2048
# dupa generarea cheii se solicita parola!

# generarea unei chei private de 1024 de biti, fara criptare
openssl genrsa -out cheie.key 1024
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# afisarea detaliata a parametrilor cheii
openssl rsa -in cheie.key –text -noout   

# afisarea cheii publice pe baza celei private
openssl rsa -in cheie.key -pubout   

# generarea unui fisier cheie privata criptat pe baza unuia necriptat
openssl rsa -in cheie.key -des3 -out cheie_enc.key
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# generare parametri DSA
openssl dsaparam 1024 -out params.dsa

# generare cheie DSA
openssl gendsa –out cheie.dsa params.dsa

# ...sau acelasi lucru dintr-o linie; sunt inclusi in fisier si parametrii DSA
openssl dsaparam –genkey –out cheiedsa.key

# afisarea detaliata a parametrilor cheii
openssl dsa -in cheie.key –text -noout

# afisarea cheii publice
openssl dsa -in cheie.key -pubout
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# creare CSR nou, folosind o cheie privata existenta in fisierul cheie.key
openssl req -new -key cheie.key -out cerere.csr

# crearea CSR nou cu comanda combinata, care genereaza pe loc si cheia privata (optiunea –newkey)
openssl req -new -newkey rsa:1024 -keyout cheie.key -out cerere.csr

# vizualizare detalii CSR existent
opensl req –in cerere.csr –text –noout
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# semnare CSR si generare certificat self-signed
openssl x509 –req –in cerere.csr –signkey cheie_semnare.key –out certificat.crt

# comanda combinata pentru generarea unui certificat self-signed (optiunea –x509);
# atentie, comanda openssl folosita este req!
openssl req –new –x509 –key cheie.key –out certificat.crt

# comanda combinata pentru generarea cheilor SI certificatului self-signed;
# optiunea -nodes solicita ca fisierul ce contine cheia privata sa nu fie criptat
openssl req -new -x509 -newkey rsa:1024 -keyout cheie.key -nodes -out certificat.crt

# vizualizarea detaliilor unui certificat digital existent
openssl x509 -in certificat.crt -text -noout

# conversie certificat in CSR (de exemplu pentru prelungirea unui certificat)
openssl x509 –x509toreq –in certificat.crt –out certificat.csr

# semnarea unui CSR folosind o alta cheie privata decat cea corespunzatoare certificatului
openssl x509 -req -in cerere.csr -CA certificatCA.crt -CAkey cheieCA.key -CAcreateserial 

-CAserial serial.txt -days 30 -out certificat.crt
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openssl verify -CAfile trustedCA.crt -untrusted listaCAintermediar.crt certificat.crt
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[ca]
default_ca = myca # refera numele altei sectiuni

[myca]
dir = /etc/CA
new_certs_dir = $dir/certificates
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# specificarea fisierului de configurare dorit folosind optiunea -config
openssl ca -in cert.csr -config /etc/openssl.cnf

# alternativ, folosind variabila de mediu
export OPENSL_CONF=/etc/openssl.cnf
openssl ca -in cert.csr

����������	
���������
��	��
���������������������
����������
����������������������������
	�����������������
�������
��	������������������������������������	����
���	�
	�����������������������������������
��������

��



��������	
�	���������
���

��������	
�
��������	
����
���������




��
����������
�	

����$��%�	���	��
����

�����	����������

���
�������
	�����������������������
�������	��������	�	���	����
��������*����
������	�9
� �"�	����	�������������	��1����	�������8���������-	���*�����������������	�������	�������������
	���

�������	������������������	�	����������	
������������
� ����	�	�������	�	�������������	����������	������	���������*��������	9

� 
����
	����*������������������
� 
������������������*�����������	�������	������

� ����������������������	�	���������8����	
�
� ����������������������	�	���������������
� ����	������������������
��	�����������	�	����*��
�����	�����
�����
����	������������	�	�������������
	�
��	���

������

1��������
���������	�	��������	����	����������	�������	��
��������
��*��
�����	���������
�������	�����
���	�	������
��������	������������	�������	���	���������

���������-����������	
	����������	�����������

�9

[ ca ] 
# daca in comanda openssl ca nu se specifica sectiunea de configurare dorita, se aplica
# cea specificata ca valoare a directivei default_ca
default_ca = theCA 

[ theCA ] 
dir = /etc/CA # directorul de referinta, folosit in celelalte directive
private_key = $dir/cheieCA.pem # cheia privata a CA-ului
certificate = $dir/certCA.pem # certificatul CA-ului
database = $dir/index.txt # lista de numere seriale ale certificatelor emise
new_certs_dir = $dir/certificate # locul in care sunt plasate certificatele emise
serial = $dir/serial.txt # fisierul care memoreaza urmatorul serial number

default_days = 1 # perioada de validitate a certificatului
default_md = sha1 # algoritmul de hashing folosit

policy = default_policy # vezi mai jos explicatia
x509_extensions = default_extensions # extensii introduse

[ default_policy ] 
commonName             = supplied 
stateOrProvinceName    = supplied 
countryName            = supplied 
organizationName       = supplied 

[ default_extensions ] 
basicConstraints = CA:false
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openssl ca -in fisier.csr -out fisier.crt -config /etc/openssl.cnf -name theCA
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